PERSONAL DATA IN RUSSIA

Personal data (PD): any information identifying a citizen
of the Russian Federafion

Application area: global scale

To-dos: brief rules of processing and preliminary
measures
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o Consenf of PD subject shall be obtained if PD
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> < 7 Member States of the Council of Europe — > <
. o consent in any form is enough
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e Methods of processing
Technical measures of PD STGIESTWGT EUDFr’m prq\T/;de udequufte. ® UDUQU“UUS ACU”CE”“”Q PD
o orofection shall be faken E;Eeescs;rm OF U = W CORSEnt 15 confidentiality and safety
@ 4 o Methods of PD protection
Exceptions:
\ / e agreement befween operafor N S
4 ) and PO subject 4 )
» Urgumzqhonut TEBSLIES 0 7L e ofher cases Fy Operafor is responsible to a PD subject
- protection shall be taken i
- AN AN J
——((NECESSARY TO TAKE INTO ACCONT ) ( ADMINISTRATIVE PENALTIES )
J \ ) N
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PD protection policy shall be publicly available (including on f Individuals b e e B Sole enfrepreneurs B Legal enfifies
the DDEFDTUI"S website if the PD is received via Internet) 700 = 1500 3000 - 6 000 5 000 - 10 000 15 000 = 30 000
roubles roubles roubles roubles
( WARNNG ORFINES )
PD processing shall be performed exclusively for 1000 - 3 000 5 000 - 10 000 B 30 000 — 50 000
the stated purposes roubles roubles roubles
FINES
Consent to processing of PD shall be properly 3000 — 5 000 10 000 = 20 000 B 5 000 — 75 000
obtained roubles roubles roubles
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Operator shall provide information abouf PD 1000 — 2 000 - 000 — 6 000 10 000 — 15 000 20 000 — 40 000
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inaccurate/outdated/illegally obtained PD roubles roubles roubles roubles
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Disclaimer: data in this infographic is provided for informational purposes, is nof failored fo the needs of your specific situation and is not meant fo substifute for a Russian law advice of a local legal counsel. KIAP neither assumes any legal
liability ner makes any warranty or guarantee, either express or implied, regarding the complefeness, accuracy, usefulness, or currency of the information provided herein. This infographic is copyrighfed under the Russian law as a “graphical

story”, including, but not limited to, concept, storyline and design. Exclusive rights are retained by the attorney bureau of Moscow city “Korelskiy, Ischuk, Astafiev and partners” (“KIAP”,

“KIAP, attorneys-af- law”). Any reprinting, capying,

modifying (including, re-compilation and/or layout modifications), translating from the English language, sales or other distribution for implied consideration is strictly prohibited withaut the prior written consent of KIAP. The copyright holder
(KIAP) has been undertaking all stafutory measures for adequate preliminary protection of its exclusive capyrights a provided for in the Russian law.
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